Le Sueur County, MN
Tuesday, May 19, 2015
Board Meeting

Item 1

9:00 am Agenda and Consent Agenda

RE: May 5, 2015 Minutes and Summary Minutes
RE: Le Sueur County Wireless Telecommunication Device Information

RE: CD #51 Repair Request

Staff Contact:
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Minutes of Le Sueur County Board of Commissioners Meeting
May §, 2015

The Le Sueur County Board of Commissioners met in regular session on Tuesday, May 5, 2015
at 9:00 a.m. in the Courthouse at Le Center, Minnesota. Those members present were: Steve
Rohlfing, Lance Wetzel, Dave Gliszinski, John King and Joe Connolly. Also present were
Darrell Pettis and Brent Christian.

On motion by Gliszinski, seconded by Connolly and unanimously approved, the Board approved
the agenda for the business of the day.

On motion by Rohlfing, seconded by King and unanimously approved, the Board approved the
consent agenda:

e Approved the April 28, 2015 County Board Minutes and Summary Minutes

e Approved the CD #19 Repair Request

e Approved the Off-Sale Liquor License for Boondocks of Cleveland, LLC

On motion by King, seconded by Connolly and unanimously approved, the following cases and
claims were approved:

Soc Serv: $39,218.98

Financial: $17,559.51

Josh Kavanagh, Biologist and Jim Streifel, Engineer with Ducks Unlimited appeared before the
Board to discuss Sanborn Lake and its impact on CD #54.

Dave Tietz, Sheriff and Mitch Overn, Jail Administrator appeared before the Board with one
item for approval.

On motion by Connolly, seconded by Gliszinski and unanimously approved, the Board approved
to move forward with preparations for an in-house medical care contract.

Dave Scheiber appeared before the Board to discuss Ottawa area environmental concerns.

Cindy Westerhouse, Human Services appeared before the Board with several items for approval
and discussion.

On motion by Rohlfing, seconded by King and unanimously approved, the Board approved the
recommendation to hire Joshua Mankowski, as a full time Environmental Resources Specialist in
Environmental Services Water Planning Department, as a Grade 10, Step 1 at $21.55 per hour,
effective May 26, 2015.

On motion by Gliszinski, seconded by Connolly and unanimously approved, the Board approved
the recommendation to hire Charlie Anderson, as a full time Highway Maintenance Worker in
the Highway Department, as a Grade 6, Step 1 at $17.07 per hour, effective May 18, 2015.
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On motion by Gliszinski, seconded by Connolly and unanimously approved, the Board approved
the following three Additional Step Request criteria to be added to the Personnel Policy:

1. Adjustment is $0.50 per hour or less.
2. Added responsibilities that the employee has already been doing.
3. Supervisor salary is less than subordinates.

Kathy Brockway, Planning and Zoning appeared before the Board with one item for approval.
On motion by King, seconded by Rohlfing and unanimously approved, the Board approved and
authorized the Chair to sign the FY 2015 State of Minnesota Board of Water and Soil Resources

Competitive Grants Program Grant Agreement for the following Grant Programs:

Francis Rays Sakatah Tetonka Lakes Septic Inventory in the amount of $332,800
Lake Volney Targeted Restoration in the amount of $325,240

Darrell Pettis appeared before the Board with several items for discussion and approval.

On motion by Rohlfing, seconded by King and unanimously approved, the Board approved the
Roadside Vegetation Management spraying proposal.

The following Bituminous Project bids were received for SAP 40-614-010, SAP 40-628-023, CP
2215 and CP 2315:

Central Specialties, Alexandria, MN $3,697,015.29
Crane Creek Construction, Faribault, MN  $3,253,901.94
SMC/OMG Midwest $3,419,103.25

William Mueller & Sons, Hamburg, MN $3,329,361.40

On motion by King, seconded by Connolly and unanimously approved, the Board approved to
award the SAP 40-614-010, SAP 40-628-023, CP 2215 and CP 2315 Bituminous Project to
Crane Creek Construction in the amount of $3,253,901.94.

The following Seal Coat bids were received for SAP 40-030-011 and CP 2415:

ASTECH, St. Cloud, MN $841,810.76
Pearson Bros. Inc., Hanover, MN $1,071,515.03
Scott Construction, Lake Delton, W1 $1,155,964.34

On motion by Rohlfing, seconded by Gliszinski and unanimously approved, the Board approved
to reject the ASTECH seal coat bid due to a mathematical error.

On motion by Gliszinski, seconded by Connolly and unanimously approved, the Board approved
to award the SAP 40-030-011 and CP 2415 Seal Coat Project to Pearson Bros. Inc., in the
amount of $1,071,515.03.

The following Micro Surfacing Project bids were received for SAP 40-626-044 and SAP 40-628-
029:
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ASTECH, St. Cloud, MN

On motion by King, seconded by Rohlfing and unanimously approved, the Board approved to
award the SAP 40-626-044 and SAP 40-628-029 Micro Surfacing Project to ASTECH in the

amount of $503,527.50.

The following County Wide Restriping Project bids were received:

AAA Striping
Traffic Marking Service

On motion by Connolly, seconded by Rohlfing and unanimously approved, the Board approved
to award the County Wide Restriping Project to AAA Restriping in the amount of $161,934.84.

On motion by Rohlfing, seconded by Connolly and unanimously approved, the Board approved

the following claims:

$503,527.50

$161,934.84
$165,088.24

Warrant # Vendor Name

35845 Bolton & Menk Inc.

35853 Contech Engineered Solutions LLC
35862 Genesis

35867 IdentiSys

35876 MN Counties Computers Coop
35890 Revize LLC

35896 S.E.H. Inc.

35901 S.M.C. Co. Inc.

35909 Tri-County Solid Waste

35917 Watch Guard Video

35920 Wenck Associates Inc.

35922 Ziegler Inc.

73 Claims paid less than $2,000.00:
12 Claims paid more than $2,000.00:

85 Total all claims paid:

On motion by Connolly, seconded by King and unanimously approved, the Board adjourned

until Tuesday May 19, 2015 at 9:00 a.m.

ATTEST:

Amount

$ 3,450.00
$ 19,274.72
$ 3,950.10
$ 5,999.18
$ 2,475.00
$ 2,400.00
$ 15,649.92
$ 3,554.37
$ 3,762.83
$ 5,020.00
$ 24,345.50
$ 17,879.41
$ 34,989.49
$107,761.03
$142,750.52

Le Sueur County Administrator

Le Sueur County Chairman

Le Sueur County

Board Meeting - 5/19/2015
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Summary Minutes of Le Sueur County Board of Commissioners Meeting, May 5, 2015
oThis is only a summary publication per MN Statutes 375.12 and 331A.01 sub. 10. The complete
minutes are on file in the Le Sueur County Administrator’s Office at 88 S Park Ave. Le Center, MN and
are available at www.co.le-sueur.mn.us.
eThe Le Sueur County Board of Commissioners met in regular session on Tuesday, May 5, 2015 at 9:00
a.m. in the Courthouse at Le Center, Minnesota. Those members present were: Steve Rohlfing, Lance
Wetzel, Dave Gliszinski, John King and Joe Connolly. Also present were Darrell Pettis and Brent
Christian.
eThe Board approved the agenda for the business of the day. (Gliszinski-Connolly)
eThe Board approved the consent agenda: (Rohlfing-King)

e Approved the April 28, 2015 County Board Minutes and Summary Minutes

e Approved the CD #19 Repair Request

e Approved the Off-Sale Liquor License for Boondocks of Cleveland, LLC
eThe following cases and claims were approved: (King-Connolly)
Soc Serv: $ 39,218.98 and Financial: $ 17,559.51
eThe Board approved to move forward with preparations for an in-house medical care contract.
(Connolly-Gliszinski)
eThe Board approved the recommendation to hire Joshua Mankowski, as a full time
Environmental Resources Specialist in Environmental Services Water Planning Department, as a
Grade 10, Step 1 at $21.55 per hour, effective May 26, 2015. (Rohlfing-King)
eThe Board approved the recommendation to hire Charlie Anderson, as a full time Highway
Maintenance Worker in the Highway Department, as a Grade 6, Step 1 at $17.07 per hour,
effective May 18, 2015. (Gliszinski-Connolly)
eThe Board approved the following three Additional Step Request criteria to be added to the
Personnel Policy: (Gliszinski-Connolly) Adjustment is $0.50 per hour or less, added
responsibilities that the employee has already been doing and if supervisor salary is less than
subordinates.
eThe Board approved and authorized the Chair to sign the FY 2015 State of Minnesota Board of
Water and Soil Resources Competitive Grants Program Grant Agreement for the following Grant
Programs: (King-Rohlfing)
Francis Rays Sakatah Tetonka Lakes Septic Inventory in the amount of $332,800 and Lake
Volney Targeted Restoration in the amount of $325,240
eThe Board approved the Roadside Vegetation Management spraying proposal. (Rohlfing-King)
eThe following Bituminous Project bids were received for SAP 40-614-010, SAP 40-628-023,
CP 2215 and CP 2315:

Central Specialties, Alexandria, MN $3,697,015.29
Crane Creek Construction, Faribault, MN  $3,253,901.94
SMC/OMG Midwest $3,419,103.25

William Mueller & Sons, Hamburg, MN $3,329,361.40
eThe Board approved to award the SAP 40-614-010, SAP 40-628-023, CP 2215 and CP 2315
Bituminous Project to Crane Creek Construction in the amount of $3,253,901.94. (King-

Connolly)

eThe following Seal Coat bids were received for SAP 40-030-011 and CP 2415:
ASTECH, St. Cloud, MN $841,810.76

Pearson Bros. Inc., Hanover, MN $1,071,515.03

Scott Construction, Lake Delton, WI $1,155,964.34
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eThe Board approved to reject the ASTECH seal coat bid due to a mathematical error.

(Rohlfing-Gliszinski)

eThe Board approved to award the SAP 40-030-011 and CP 2415 Seal Coat Project to Pearson
Bros. Inc., in the amount of $1,071,515.03. (Gliszinski-Connolly)
eThe following Micro Surfacing Project bids were received for SAP 40-626-044 and SAP 40-

628-029:
ASTECH, St. Cloud, MN

eThe Board approved to award the SAP 40-626-044 and SAP 40-628-029 Micro Surfacing
Project to ASTECH in the amount of $503,527.50. (King-Rohlfing)
eThe following County Wide Restriping Project bids were received:

AAA Striping
Traffic Marking Service

eThe Board approved to award the County Wide Restriping Project to AAA Restriping in the

$503,527.50

$161,934.84
$165,088.24

amount of $161,934.84. (Connolly-Rohlfing)

eThe Board approved the following claims: (Rohlfing-Connolly)

Warrant # Vendor Name

35845 Bolton & Menk Inc.

35853 Contech Engineered Solutions LLC
35862 Genesis

35867 IdentiSys

35876 MN Counties Computers Coop
35890 Revize LLC

35896 S.E.H. Inc.

35901 S.M.C. Co. Inc.

35909 Tri-County Solid Waste

35917 Watch Guard Video

35920 Wenck Associates Inc.

35922 Ziegler Inc.

73 Claims paid less than $2,000.00:

12 Claims paid more than $2,000.00:

85 Total all claims paid:

Amount

3,450.00
19,274.72
3,950.10
5,999.18
2,475.00
2,400.00
15,649.92
3,554.37
3,762.83
5,020.00
$ 24,345.50
$ 17,879.41
$ 34,989.49
$107,761.03
$142,750.52
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eThe Board adjourned until Tuesday May 19, 2015 at 9:00 a.m. (Connolly-King)

ATTEST: Le Sueur County Administrator

Le Sueur County Chairman

Le Sueur County

Board Meeting - 5/19/2015
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Le Sueur COUNTY

Wireless Telecommunication Device Policy

POLICY STATEMENT

The purpose of this policy is to define standards, procedures, and expectations for any users who access County
data from mobile devices connected to external networks outside of Le Sueuyr County's direct control.

This policy recognizes that now and in the future, Le Sueur County business will be conducted on both County-
owned and personally-owned mobile devices. This policy must be followed by all mobile device users no matter
who owns the device.

Examples of mobile devices that this policy applies to include: celiular smartphones, tablets, e-readers, and other
similar mobile wireless devices with computing functionality. This list is not exhaustive, will change over time, and
is intended for illustration only.

The primary goal of this policy is to protect the integrity of the private and confidential client and business data

that resides within Le Sueur County's technology resources, particularly when it is accessed by or transferred to
mobile devices which, by their very nature, can be easily lost or stolen. This policy is intended to prevent these
data from being deliberately or inadvertently stored insecurely on a mobile device, or carried over or stored on an
insecure network, where the data potentially can be accessed by unsanctioned resources or persons. A breach

of this type could result in loss of information, damage to critical applications, damage to the County’s public

image and liability to the County or third persons. Therefore, all users employing a mobile device connected to an
external network outside of Le Sueur County’s direct control to backup, store, and otherwise access County data or
technology resources must adheré to County-defined policies and processes far doing so.

Secondary goals of this policy are to help employees work with maximum efficiency and to ensure accountability
of public funds entrusted to Le Sueur County.

DEFINITIONS

Business use: work-related respansibilities required by an employee’s position or role assigned by the
employee's supervisor, manager, department head or other county official,

Convenience-level access: using the operating system of the device when purchased from the manufacturer
users can connect (i.e. synchronize their device) to Le Sueur County’s email network through its mobile device

management system. This level of access limits users to see email, calendar, contacts and tasks data that make
up the County's email system. ‘

County email system: Data and services associated with the County-provided email system including
calendaring, contact information, task management, etc. {alsc known as "Outlook” by users).
County-owned: a device that is purchased by, and provisioned by, Le Sueur County for use by County

employees or associates’. County-sanctioned devices are devices that are not owned by the County, but may
instead be used by employees or associates of the County for county business use.

Data Security Officer: An employee in the Information Technology department who is responsible for developing
and implementing a security risk management program for the County’s technology resources; publishing

enterprise-wide security policies, procedures, and responsibilities; and providing programs and processes to
implement these security risk management policies.

! Associates are defined as people who are not employees but who work within County facilities or its networks to provide
services to the County. Associates may include employees of vendors or contractors, intems, volunteers, or others.
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Designee: For purposes of this policy, designee means one or more individuals to whom the County
Administrator has delegated authority under this Policy by written delegations, which identify the authorities
delegated, the individuals to whom authority is delegated, and the duration of the delegation. This written
delegation document will be maintained on file with the Clerk to the Board.

Information Technology department (IT): |T staff provide services to all County employees who require
telephone or computing technology hardware and software to perform their jobs. IT services include project
management and business analysis, software development, maintenance, support, security and administration
for. web-based applications, third-party applications, client records and document manhagement systems,
databases, the County's intranet and external website, and all virtual and physical desktop or mobite devices.

Mobile device: A tablet computer, mobile phone (also known as a "smart” phone), or other portable device with
a proprietary operating system that is small enough to be easily transported and conveniently used in temporary
remote work locations such as client settings, airplanes, libraries, temporary offices, and off-site meetings.

Mobile device management (MDM): a software system that acts as an over-the-air electronic gateway between
an array of mobile devices and an organization’s data and networks. MDM also blocks unauthorized users from
synchronizing with technology resources and enforces device registration, authenticates users, encrypts data in
transit and at rest on the device, enforces security protocols such robust passwords, and can remotely wipe
(delete) all business-related data from devices that are compromised. Also known as a Mobile Applications
Management system.

Mobile phones: Also known as "cellular phones”, “cell phones”, or “smart phones*, a portable electronic device
used for mobile voice or data communication over a network of specialized base stations.

Personally-owned or privately-owned devices: For the purposes of this policy, com puting devices such as

- mobile phones and tablet computers that have been purchased and are maintained exclusively by an employee,
county elected official, contractor, intern, or volunteer, and that are used for mobile voice or data communication
for both business and personal use.

Provisioned. software or other customized operations system changes, including those necessary to support
security protocols, installed on mobile devices by either the County or a device manufacturer. Applications for
tablets may also be County-provisioned so that devices connect with County technology resources.

Technology resources: all of the components required to deliver or access IT services, including hardware,
software, telecommunications, data networks, infrastructure, and other similar components.

Users: any elected official, employee (i.e., a person who is appointed to a non-limited or limited term of
employment, contractor, vendor, intern, or volunteer who is provided access to Le Sueur County data or
networks for business purposes.

GENERAL

SCOPE and APPLICABILITY

This policy relates to the purchase, use of, and connectivity to County technology resources, whether by
personally-owned or County-issued devices. It applies to all Le Sueur County elected officials, employees
{including full and part-time staff), temporary staff, interns, volunteers, and contractors or vendors who use either
a County-owned or personally-owned mobile device to access County technology resources such as any County
data on any County network. Access to technology resourcesis a privilege, not a right, and employment at

Le Sueur County does not automatically guarantee the initial and ongoing privilege to use mobile devices to gain
access to County technology resources.
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Employees will follow all local, state, and federal regulations regarding the use of mobile devices while
operating motor vehicles or heavy machinery. If possible, employees should pull off the road or use a
hands-free devise to conduct legally-allowed business using a mobile device while operating a motor
vehicle. The Sheriff's Office may promulgate supplemental policies which will supersede the application of
this section to licensed law enforcement employees,

All work-related photographs and/or videos captured on a Cou nty-owned mobile device are considered
governmental data and shali be transferred to government computers for proper documentation and storage
promptly. Similarly, all work-related photographs and/or videos captured on a non-County-owned mobile
device are also considered governmental data and shall be transferred to government computers for proper
documentation and storage promptly. Employees must exercise discretion with personal use of mobile
devices when using a County-owned mobile device.

Employees authorized to use text messaging for County business may only do so for messages that do not
need to be retained by Le Sueur County. Examples include notices of meetings, directions, and non-
protected scheduling information, and other routine messages that would not be filed if it were a paper
communication. Employees are prohibited from using text messages to send policy, contract, personnel or
private client-related County data. Employees are prohibited from sending text messages containing
governmental information classified as confidential, private, or non-public in Chapter 13 of Minnesota State
Statute. If text messages need to be saved under Le Sueur County retention policies, employees must be
able to transfer messages to their Department's network drive.

If a question arises regarding the retention of an electronic communication on a mobile device, the
employee shall analyze the information and determine whether retention is required by federal, state or
local regulations or policies. All users, of either County-owned or non-County-owned mobile devices, shall
preserve all governmental data required to be maintained pursuant to the adopted records retention
schedule of Le Sueur County for the required period on a County-owned server in a format that preserves
the integrity of the original record and is easily accessible as required by state and federal laws.

This policy is complementary to any previously implemented policies dealing specifically with data access, data
storage, data movement, and connectivity of mobile devices to any element of the County network.

CRITERIA

Device ownership preference

Based on necessity for his/her job, Le Sueur County’s first preference is for employees to use personally-
owned devices for approved business uses. The second preference is for Le Sueur County to approve
County-owned mobile devices for employees to use as necessary to perform their work functions.

Nonexempt employees who access County systems with mobile devices may nat work non-shift hours without
authorization or direction from a supervisor.

Compliance and Data Maintenance

All employees who access County technology resources using a mobile device must sign a user agreement,
which is time-limited and must be reviewed and renewed annually. As part of this process, employees are
responsible for updating their list of active devices with the County. The signed user agreement will be kept
on file with the IT Department.

IT staff provide department heads annually with a list of employees who access county data/networks using mobile

devices under this policy. Department heads must review this list and confirm with IT staff that access has been
terminated for;

* current employees who no longer require access,

* devices that are no longer in use,

* users who are on unpaid leave or whose access has otherwise been eliminated by department managers,
* orusers who are no longer employed by Le Sueur County, so that their access can be terminated.

Department heads must notify IT Department immediately when an employee leaves employment with Le Sueur
County and must also complete termination of connection to County’s network form provided by IT department.
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AFFECTED TECHNOLOGY

Any device remotely connecting to the County's technology resources must be manufactured with software that
aftows connectivity and synchronization. Such devices must also be cornpatible with the County’s Mobile Device
Management (MDM) system. Not all personally-owned devices come with software that allows this connectivity.
Connectivity of all mobile devices will be centrally managed by the Le Sueur County iT department and will
require use of security protocols such as authentication and strong encryption measures, as outlined in the user
agreament.

PROCEDURES

If the MDM system fails for any reason, or some other network-wide technology system fails, all mobile device
users with access to County technology resources must ensure that all security protocols normally used in the
management of County data continue to be followed. It is imperative that any mobile device that is used to
conduct Le Sueur County business be used appropriately, responsibly, and ethically. Failure to do so may result

in immediate suspension of the user's access privileges to County technology resources in order to protect the
County’s data and technology resources.

ACCESS CONTROL
1. Le Sueur County, through its Information Technology Director, reserves the right to refuse to connect or
to remove the connection of mobile devices to the County’s technology resources if the County
reasonably believes that the mobile devices pose or might pose a risk to the County's technology
resources, data, users or clients, or if otherwise deemed appropriate by management.

2. Any personally-owned devices must have sufficient minimum functionality to allow security protocols
(such as encryption, password lockouts, and others) in order for them to be connected to County
technology resources. Such devices must also be compatible with the County's MDM system.

SECURITY
3. Forany devices connected to County technology resources that are lost or stolen, whether County owned

or personally owned, the user of that device shall immediately report the loss to the Le Sueur County Help
Desk and the user's supervisor.

When notified by Help Desk staff, the Data Security Officer will follow the established guidelines to
determine next steps. If the device is owned by the user, the user is responsible for notifying his/her
wireless service provider of the loss or theft,

4. Le Sueur County, through its Information technology Director, intends to remotely delete or wipe
business- related messages and data from mobile devices, including personally-owned mobile devices,
when the device has been reported to be lost or stolen, While Le Sueur County intends that the capability
of its mobile device management system will not be used to delete personal messages and data from
personally-owned devices, Le Sueur County cannot and does not guarantee that such personal
messages and data will never be remotely deleted or wiped. Prudent owners of mobile devices should
back up their personal messages and data that are stored on their personal devices.

9. All mobile devices, whether county-owned or personally-owned, will also be remotely wiped of all
business data if the user is no longer a County employee, or for the duration of any unpaid leave. This
remote wipe will occur when the user is removed from the MDM system, after the employee’s
Department head notifies the IT Department to disconnect the device from the County's network.

6. Devices whose users modify hardware or software installed to enforce security protocols (known as “jail-
breaking”, an action to replace or over-ride the device's native operating system or other security systems
installed on the device), will not be allowed access to County technology resources.

7. IT will manage security policies, network, application, and data access centrally using whatever
technology solutions it deems suitable. Any attempt to contravene or bypass these security systems will
be deemed an intrusion attempt and could be dealt with in an appropriate manner.
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8. All employees must remove County-specific data from mobile devices, whether County owned or
personally owned, when such data are no longer required for performance of the employee’s job duties.

HELP & SUPPORT
9. Le Sueur County supports technology that is used by its employees to conduct County business.
However, Le Sueur County, through its Information Technology Department, reserves the right to
establish and implement a system of prioritizing the allocation of resources for providing such help and
support.

10. The Information Technology Department places the highest priority on providing support and help to
users of County-owned mobile devices. The Information Technology Department places the next to
highest priority on providing support and help to users of personally-owned devices that have been
approved for business use. The lowest priority will be given to users of personally-owned mobite devices
with only convenience-level access. Help and support for convenience access users will be limited to
establishing connectivity to Le Sueur County's wireless networks and synchronization with Le Sueur
County email and calendar system, as time allows.

11, Information Technology staff will maintain a list of mobile devices, both County-owned and personally-
owned, for which the Information Technology Department is able to provide help and support. The
Information Technology Department will provide help and support only in connection with devices that are
County-owned or are personally-owned devices.

12. Mobile device malfunctions unrelated to connectivity to Le Sueur County technology resources on
personally-owned mobile devices are addressed by the owner’s service provider, not Le Sueur
County Information Technology Department.

USER COMPLIANCE

Users who are authorized to bring their own device to work:

- Have no expectation of privacy for data contained on the portion of the device that is used for business
purposes. All business-related messages and data transmitted through the County's technology
resources are the property of Le Sueur County and are subject to being accessed, remotely deleted, or
disclosed to Le Sueur County at all times and without notice.

- Have a high but not a guaranteed expectation of privacy for data contained on the portion of a personally-
owned device that is used for personal purposes. Le Sueur County does not intend to intentionally
access, delete or disclose data contained on the portion of the device that is used for personal purposes,
unless directed to do so by the employee. However, it is possible that such access, deletion or disclosure
may inadvertently or accidentally occur,

- Areresponsible for all costs to replace or repair their own device. Further, Le Sueur County will not
provide any monetary allowance or reimbursement for employee’s using their own device.

Employees that are issued a County-owned mobile device are prohibited from the following:
- Using the equipment for personal profit or gain.

Using equipment to transmit, receive or distribute pornographic, obscene, abusive, or sexually
explicit materials, or materials containing unclothed or partially unclothed people.

- Violating any local, state, or federal law or engaging in any type of illegal activity.

- Using the mobile device to engage in any type of harassment or discrimination, including but not
limited to sexual harassment and harassment based upon race, gender, sex, sexual orientation,
religion, national origin, marital status, status with respect to public assistance, disability or any
other type of harassment or discrimination prohibited by law and County policy.

- Using the mobile device to engage in any type of commercial enterprise unrelated to the specific
purposes and needs of Le Sueur County.
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- Using the mobile device to engage in any form of solicitation.
- Using the mobile device to promote any political causes.

Whether using County-owned or personally-owned mobile devices to conduct County business, all users must
cooperate with the staff in the Information Technology Department and the County Attorney’s Office to preserve
electronic records or data stored on the device that show the use of the device, and that are relevant to the
subjects of lawsuits or audits involving the County, its officials and employees. All mobile device users must
immediately surrender the device for purposes described in this paragraph if requested to do so.

Users of County-owned or personally-owned mobile devices who seek access to County technology resources
must confirm that they have read and understand this policy and must complete a training session about this
policy. The training will include discussion of the responsibilities described in the user agreement. No user

agreement will be accepted until the training is complete, and no access to County technology resources will be
allowed without proof of a signed user agreement.

Disciplinary action for failure to comply with this policy

Employees failing to adhere to this policy may, at the full discretion of the employee’s supervisor in consultation
with IT, resultin the suspension of any or all technology use and connectivity privileges. When violations of this
Policy occur, County disciplinary procedures will be followed. If the employee is subject to a collective
bargaining agreement, the disciplinary procedures in the agreement will be followed.

Chair, Le Sueur County Board of Commissioners Date

Le Sueur County Administrator Date
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Le Sueur County Wireless Telecommunication Device
User Agreement

Purpose Le Sueur County'supports the use of Wireless Telecommunication Devices, including
cell phones, smart phones, tablets as an efficient tool for accomplishing work. Because
an efficient administrative process is desired, County-wide policy and procedures
regarding the purchase and use of Wireless Telecommunication Devices has been
developed.

Policy and It is the responsibility of any employee of Le Sueur County who uses a wireless device

Appropriate Use to access County data/resources to ensure that all efforts be made to protect the
security of the data, including adherence to the Le Sueur County Wireless
Telecommunication Device Policy and abiding by security requirements identified for
wireless equipment.

Access Control Le Sueur County reserves the right to authorize access to the County network or
County-connected infrastructure whether through County-owned wireless devices or
personally owned equipment. An employee considering the use of personally owned
equipment is required to consult with IT to confirm that the device is capable of
supporting a County connection.

The County reserves the right to refuse, by physical and non-physical means, the ability
to connect a wireless device to County and County-connected infrastructure. Devices
that do not meet requirements may not be connected to the County infrastructure. The
County reserves the right to remain current with security requirements and/or changes
in technology. The county reserves the right to remotely wipe a mobile device that has
been lost or stolen. In general all devices must:

o Utilize screen lock\password capability

s Support the Microsoft ActiveSync (Exchange ActiveSync) application allowing a
mobile device to synchronize with either a desktop PC or Le Sueur County’s
email server,

* Add any additional mobile device management software as adopted by the
Information Technology Department for secure login and data security
enforcement.

Security All mobile devices connected to the County infrastructure must conform to minimum
security standards published by Le Sueur County. In the event that a mobile device
connected to the County network is lost or stolen, it is the responsibility of the user of
that device to immediately report the loss to their supervisor or the IT Department.
The employee is also responsible for notifying their service provider.

Employees using mobile devices and related software for network and data access will
use the security features prescribed by the County including password protection and
encryption. Any mobile device that is being used to store Le Sueur County data must
adhere to the authentication requirements of Le Sueur County.

The Le Sueur County Information Technology Department will manage security
policies, network, application, and data access centrally using whatever technology
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solutions it deems suitable. Any attempt to contravene or bypass said security
implementation will be deemed an intrusion attempt and will be dealt with in
accordance with County Personnel Policies.

All employees must allow the Information Technology Department to remove County
specific data and software from their personal wireless device when such data are no

longer required.
Wireless This signed agreement must be completed prior to connecting personal devices to
Authorization County-owned resources.

Help & Support  The level of support provided for personally owned and approved wireless devices is
limited to supplying necessary information for connecting to the Le Sueur County
network. Information Technology is not responsible for the training, use or technical
support of any personally owned device.

Organizational Le Sueur County reserves the right to establish and access audit trails for devices
Protocol attached to the County's network.

Violations Any unintentional or deliberate violation of this policy by a County employee will be
cause for appropriate disciplinary action up to and including discharge.
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I, have read and agree to the Le Sueur County Wireless
Telecommunication Device Policy and User Agreement. I understand and agree to remove all County-
specific data from my personal wireless device when such data is no longer required; and I will
immediately report lost or stolen wireless devices to the Le Sueur County IT Department and my
supervisor.

Employee Signature: Date:

SupervisorReview =~
Request is Approved [J Denied O

Supervisor Signature: Date:

Department Head Reyiew -

Request is Approved O Demed T

Department Head Signature: Date:

Information Technology Director Review -~ =
Request is Approved (0 Denied []

IT Director Signature: Date:

County issued phone number: L] IT Master list updated
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