
Le Sueur County, MN
Tuesday, February 17, 2015

Board Meeting

Item 5

10:25 a.m. BYOD Policy (15 min)

Staff Contact: Scott Gerr--MIS
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Le Sueur County Wireless Telecommunication Device 
User Agreement

Purpose Le Sueur County supports the use of Wireless Telecommunication Devices, including 
cell phones, smart phones, tablets as an efficient tool for accomplishing work. Because 
an efficient administrative process is desired, County-wide policy and procedures 
regarding the purchase and use of Wireless Telecommunication Devices has been 
developed. 

Policy and 
Appropriate Use

It is the responsibility of any employee of Le Sueur County who uses a wireless device 
to access County data/resources to ensure that all efforts be made to protect the 
security of the data, including adherence to the Le Sueur County Wireless 
Telecommunication Device Policy and abiding by security requirements identified for 
wireless equipment. 

Access Control Le Sueur County reserves the right to authorize access to the County network or 
County–connected infrastructure whether through County-owned wireless devices or 
personally owned equipment. An employee considering the use of personally owned 
equipment is required to consult with IT to confirm that the device is capable of 
supporting a County connection. 

The County reserves the right to refuse, by physical and non-physical means, the ability 
to connect a wireless device to County and County-connected infrastructure. Devices 
that do not meet requirements may not be connected to the County infrastructure. The 
County reserves the right to remain current with security requirements and/or changes 
in technology.  The county reserves the right to remotely wipe a mobile device that has 
been lost or stolen.  In general all devices must:

 Utilize screen lock\password capability
 Support the Microsoft ActiveSync (Exchange ActiveSync) application allowing a 

mobile device to synchronize with either a desktop PC or Le Sueur County’s 
email server.

 Add any additional mobile device management software as adopted by the 
Information Technology Department for secure login and data security 
enforcement.

Security All mobile devices connected to the County infrastructure must conform to minimum 
security standards published by Le Sueur County. In the event that a mobile device 
connected to the County network is lost or stolen, it is the responsibility of the user of 
that device to immediately report the loss to their supervisor or the IT Department.  
The employee is also responsible for notifying their service provider. 

Employees using mobile devices and related software for network and data access will 
use the security features prescribed by the County including password protection and 
encryption. Any mobile device that is being used to store Le Sueur County data must 
adhere to the authentication requirements of Le Sueur County. 

The Le Sueur County Information Technology Department will manage security 
policies, network, application, and data access centrally using whatever technology 
solutions it deems suitable. Any attempt to contravene or bypass said security 
implementation will be deemed an intrusion attempt and will be dealt with in 
accordance with County Personnel Policies. 

All employees must allow the Information Technology Department to remove County 
specific data and software from their personal wireless device when such data are no 
longer required. 

Wireless 
Authorization

This signed agreement must be completed prior to connecting personal devices to 
County-owned resources.

Help & Support The level of support provided for personally owned and approved wireless devices is 
limited to supplying necessary information for connecting to the Le Sueur County 
network. Information Technology is not responsible for the training, use or technical 
support of any personally owned device.

Organizational 
Protocol

Le Sueur County reserves the right to establish and access audit trails for devices 
attached to the County’s network.

Violations Any unintentional or deliberate violation of this policy by a County employee will be 
cause for appropriate disciplinary action up to and including discharge. 
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I, ___________________________________ have read and agree to the Le Sueur County Wireless 
Telecommunication Device Policy and User Agreement.  I understand and agree to remove all County-
specific data from my personal wireless device when such data is no longer required; and I will 
immediately report lost or stolen wireless devices to the Le Sueur County IT Department and my 
supervisor.

Employee Signature: _________________________________    Date: _________________________

Supervisor Review
Request is Approved ☐ Denied ☐

Supervisor Signature: _________________________________    Date: _________________________

Department Head Review
Request is Approved ☐ Denied ☐

Department Head Signature: ____________________________   Date: _________________________

Information Technology Director Review
Request is Approved ☐ Denied ☐

IT Director Signature: _________________________________    Date: _________________________
County issued phone number: ☐ IT Master list updated
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