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Background  
 
The Finance Department has two goals that it will accomplish through the implementation of the 
proposed recommendation at the end of this Memo. These two goals are as follows: 
 

• Become “Payment Card Industry Data Security Standards” (PCI DSS) compliant; and  
• Implement an electronic payment option for utility bills and other types of payment due 

to City departments. 
 
All credit card associations (Visa/MasterCard are the two accepted by the City) now require 
businesses accepting credit card payments to become PCI DSS compliant. The City of Grand 
Island currently does not meet the credit card data security standards. The PCI DSS is a set of 
comprehensive requirements for enhancing payment account data security and was developed by 
a group of organizations in the payment card industry. The PCI DSS is a multifaceted security 
standard that includes requirements for security management, policies, procedures, network 
architecture, software design and other critical protective measures. This comprehensive standard 
is intended to help organizations proactively protect customer account data. 
 
The City needs to offer an internet based payment option to our utility customers. More and 
more people are using the internet to make their payments. 
 

Discussion 
 
PCI DSS Compliant 
 
The City of Grand Island is required to become PCI DSS compliant on or before June 1, 2010 or 
will be assessed a monthly fine. There are two ways in which compliance can be accomplished -
1) implement credit card security protection of customer credit card numbers housed on the City 
of Grand Island’s computer servers; or 2) contract with a vendor who would house customers’ 
credit card information on their own computer servers and thus assume the responsibility for 
being PCI DSS compliant. The Finance Department has researched both of these options. 
 
 



Electronic Payment Options 
 
Two state contracts exist with vendors who can implement an electronic payment option for the 
City. One of these contracts is with US Bank and the second is with First National Bank of 
Omaha. These vendors would provide for the acceptance of credit/debit cards and electronic 
checks over the internet. 
 
The fee structure for the electronic payment service can be structured in one of three ways: 100% 
of the cost is absorbed by the City; 100% of the cost is absorbed by the customer; or cost sharing 
by both the City and the customer. The costs that have been calculated on the attached sheets are 
based on January 2010 volumes; there is variability in the monthly amounts although January is 
indicative of the monthly costs that would be incurred. 
 
One of the options available is to share the costs between the City and the customer. Our 
scenario assumes that the customer pays a fee of $2.00 if they want to make a one time credit 
card payment. This fee is then kept by the City to partially offset the costs incurred.  It is 
common for organizations to pass some or all of the costs associated with credit card processing 
on to its customers. It is our thought that the $2.00 fee is reasonable and it only applies to the one 
time payments. A customer can sign up for recurring credit card payment and incur no fee. 
 
The attached documents summarize the options that have been researched and identify the 
associated costs. As we researched the two goals independently, it became clear that the 
implementation of both the PCI DSS compliance and the electronic payment options could be 
accomplished at the same time and potentially with the same providers. The following is a 
discussion of the alternatives. 
 
US Bank State Contract 27775 04 
 
The US Bank contract facilitates the accomplishment of both goals. The Bank has the ability to 
house customers’ credit card information on their servers and also can implement an electronic 
payment option for the City. On the US Bank attachment, the costs for each of the set-up options 
have been detailed. The recommended option which assumes that both the City and the customer 
absorb costs includes a one time set-up fee of $4,500.00 and monthly fees of $620.15. It is the 
recommended option due to its ability to meet both goals and it is the lowest cost alternative. 
Contacts at the State of Nebraska and the City of Kearney have spoken positively regarding their 
use of US Bank services. 
 
First National Bank of Omaha State Contract 35459 04 
 
The First National Bank of Omaha contract also facilitates the accomplishment of both goals. 
The costs for this contract are solely transaction fees; these fees are approximately $600 higher 
than under the US Bank contract. There is no one time set up fee; however, it only takes about 
eight months before the higher fees more than offset the one time set up fee under the US Bank 
contract. 
 
Update credit card security on the City’s servers 
 
We have researched this option and estimate the associated cost of working with a third party to 
update credit card security at approximately $35,000. This work would be completed on our 
AS400 machine which is the utility billing computer. Our near term strategy is to move off this 
machine and implement a billing software package; making the changes on the current system 



would be a temporary fix as the changes would need to be made again with the new billing 
software. Also, this alternative does not facilitate the implementation of electronic payments. 
 
Remain non-compliant with PCI DSS 
 
It is possible to not implement any changes to our servers or move to a vendor who would be 
PCI DSS compliant. First National Bank of Omaha, our current credit card processer, has 
indicated that this is an option; the fee that would be levied against the City is $500 per month. 
The $500 per month is the amount First National Bank of Omaha is charging for them to be at 
risk to provide credit card services to the City when we do not have the required level of security 
on customer credit card information. Although this is the cheapest alternative today, an 
additional monthly amount of approximately $120 with US Bank, the City becomes PCI DSS 
compliant and can offer an electronic payment option without any future risks or costs associated 
when a breach of security with credit card information does occurs. 
 
Remove the option of paying by credit card 
 
Prior to June 1, 2010, the City would need to notify its customers that credit card payments were 
no longer an accepted payment option. The 1,573 customers who paid via credit card in the 
month of January 2010 and all of the walk- in customers who pay their utility bill as well as other 
city services would need to begin paying via another accepted method. 
 

Alternatives 
 
Alternatives to be addressed by the Council include the following: 
 

1. Accept the recommended option of becoming PCI DSS compliant through US Bank and 
implement an electronic payment option in which the customer pays a $2.00 fee to make 
a one-time on- line or call- in credit card payment. 

2. Approve a different option. 
 

Recommendation 
 
City Administration recommends that the Council approve the agreement with US Bank for PCI 
DSS compliance services and the implementation of an electronic payment option. 
Administration further recommends that the costs associated with the electronic option be shared 
between the City and the customer and that a $2.00 fee to make a one-time on- line or call in 
credit card payment be instituted. 
 

Sample Motion 
 
Move to approve the US Bank agreement for PCI DSS compliance services and the 
implementation of an electronic payment option. In addition, a $2.00 credit card fee to customers 
who make one-time on- line or call in credit card payments will be instituted. 



City of Grand Island
Option Summary

On-Line Utility 
Payments

Visa/Master Card 
Fees

PCI DSS 
Compliance Total

Recommended Option
US Bank Recommended Option

One Time Set-Up 4,500.00 4,500.00
Monthly Costs 620.15 6,018.00 Included 6,638.15

Alternative Option
FNB of Omaha
Monthly fee 1,200.10 6,018.00 Included 7,218.10

Alternative Option
Update security on the City's 
servers - no electronic payment 
option

One Time Set-Up Not Included 35,000.00 35,000.00
Monthly Costs 6,018.00 6,018.00

Alternative Option
Pay montly fee for not being PCI 
DSS compliant 6,018.00 500.00 6,518.00

Alternative Option
No longer accept credit card 
payments No hard costs





























































































































 
Approved as to Form ¤ ___________ 
April 8, 2010 ¤  City Attorney  

 R E S O L U T I O N    2010-97 
 
 
 WHEREAS, the City of Grand Island needs to become compliant with the “Payment Card 
Industry Data Security Standards” (PCI DSS) requirement before June 1, 2010; and  
 
 WHEREAS, the City of Grand Island wants to implement on-line E-Payment services for 
customers to pay bills on-line through credit/debit cards and e-checks; and  
 
 WHEREAS, the additional E-Payment monthly service costs will be approximately 
$620.15  per month depending on monthly volume and how many departments become involved with on-
line payment services; and 
 
 WHEREAS, the City of Grand Island will charge customers a $2.00 per credit/debit card 
user fee to process one time on-line or one time call in payments; and 
 
 WHEREAS, the US Bank Treasury Management Service Agreement has been reviewed 
and approved by the City Attorney’s office; 
 
 NOW, THEREFORE, BE IT RESOLVED BY THE MAYOR AND COUNCIL OF 
THE CITY OF GRAND ISLAND, NEBRASKA, US Bank Treasury Management Service Agreement 
between the City and US Bank is hereby approved. 
 
 BE IT FURTHER RESOLVED, that the mayor is hereby authorized and directed to 
execute such agreements on behalf of the City Of Grand Island. 
 
 - - - 
 
Adopted by the City Council of the City of Grand Island, Nebraska, April 13, 2010. 
 
 
 
        _______________________________________ 

Margaret Hornady, Mayor 
 

Attest: 
 
 
_______________________________________ 
RaNae Edwards, City Clerk 
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